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OpenSSH KeyKit

Runbook ans skcnopta n umnopta OpenSSH client n server material.

Bce nons onepaumii — B cnpaBoyHuke koMaHg,  docs\COMMANDS_RU.md ; B okHe 310 | SKCIMOPT U
NMMNOPT —-> SSH |

ABse ABepu

MNak He 3aBOAWT COBCTBEHHOW NanKW: 3KCMOPT KNageT pe3yabtaT B output\ssh_keykit , nmnopt
6epét ero n3 | input . [MoaTomy none [Manka Knw4yei MycToe No yMONYaHWUIO - MYCTOe 3HaYeHMe U1
O3Ha4aeT "no onepaunn”. 3anoNHeHHOe NoJsie 3aMeHsAeT obe nanku cpasy, 1 Toraa UMMNOPT NONAET

MMEHHO Tyza, KyAa yKasaHo.

MMycTbIM OHO AOMXKHO M OCTaTbCa B MaHWdecTe: 3HaueHne no ymondanuto GUI n CLI nepegaroT kak
HacToAWwMn napameTp, noatomy default ¢ ogHOW Nankown oTnpaBua Bbl UMNOPT UCKATb KHOUN B

narike skcroprTa.

Knroum BHe lNpoduns

70T Nak nepeHocuT | $USERPROFILE%\ .ssh . Kntou, Ha koTopbI  config ccbliaetca ¢ Apyroro Ancka,
ctoga He nonagaet — ero 3abupaet nak | locTynbl U3 KoHdurypaummn (cm. MIGRATION_RU.md ),

KOTOpPbIN cobupaeT daisibl MO CCbINKE, @ HE MO MECTY.

NMpoBepka CBA3HOCTH

MpoBepuTb CBA3HOCTb AocTynoB u4uTaeT ssh config u rclone.conf Tak xe, kak nx ymTatoT camu | ssh
n rclone , n neyataeT Kaxabl NyTb K karouy, Known_hosts , cepTudukaTy 1 NPOKCU-KANEHTY C

nometkor [ OK 1 wam [MISS] .Hwnuero He konupyeT 1 He MeHseT.

JT0 felwéBas exesHeBHas Nposepka: pannbl KOHGUTypaLMm OCTarOTCA Ha MeCTe, IOMatOTCs TONbKO
MyTV BHYTPWU HUX - KtoY nepeexasn, Known_hosts nepenMmeHoOBaH, NPOKCU-KANEHT yaanéH. bes Takol

NPOBEPKU 3TO BbIACHAETCA Ha NEPBOM NMOAKNHOUEHUWN AHA.
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Uro Cumnrtaerca Cexkpetom

OpenSSH KeyKit moxeT akcnopTnpoBaTh:

e | %USERPROFILE%\.ssh\id_x* | private keys;

e | config ;

e | known_hosts |

e |authorized_keys ;

e | config.d

e | ProgramData\ssh\ssh_host_x server host keys;

e |sshd_config |

Private keys u server host keys - secrets. Ix HeNb3 KOMMWUTUTb, OTNPAaBAATb B TUKETbI, KNacTb B

I'Iy6ﬂ|/|‘-IHbIe nankun nan npukKknaablBatb K issue.

Client Export

Export client SSH keys konupyert current-user .ssh | material B | output\ssh_keykit .

Ncnonb3yn ans nepeHoca Nonb30oBaTeIbCKOro AocTyna Ha HoByto Windows-ycTaHOBKY UK ANs KOMUK

nepeg clean reinstall.
[Mocne export:

1. Mposepsb log.
2. Mposepb, uto archive/folder nexumT B oXxmgaemMom mecTe.

3. MepeHecy BbIrpy3Ky B 3alULLEHHOE XPaHWIMLLE.

Client + Server Export

Export client + server SSH keys penaert client export n npu elevation gobasnset server

material n3 | ProgramData\ssh |

Server host keys Hy>XHbl TOJIbKO €Cv HOBaA MallnHa AOJKHA COXPaHWUTb MpexHIor SSH server

identity. lHaue KAneHTbI KOPPEKTHO YBMAAT HOBbIV host key 1 npegynpeaar.

Ecnun 3anyck 6e3 admin, server keys MoryT 6biTb MPOMYLLEHbI.
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Import Client

Import client SSH keys BoccTaHaBaumBaeT .ssh Tekyliero nonb3oBaTtens u3 BbiI6pPaHHOro Man

camoro ceexero snapshot B | input .

MNepes MMNOPTOM MOAYNb OTKNaAbIBaeT Tekylyro %USERPROFILE%\.ssh konven .ssh.bak.

<timestamp> . 370 BaxHO: import MOXeT 3aMeHUTb CyLLecTBYoLWme katoun/config.
MpoBepsu nocne import:

e ACL Ha private keys;
e Haanuume .pub ;
e ssh -T wan nogkntoueHme K n3BectHomy host;

® OTCYyTCTBME NNLLUHNX K)'II’OHGI7I, KOTOpPbIE HE AO/IXXHbI XNTb Ha 3TOM MallunHe.

Import Client + Server

Import client + server SSH keys | 4OMOJHUTENbHO BOCCTaHaBAMBAET | ProgramData\ssh , YNHWUT

ACL, octaHaBanBaeT/3anyckaeT  sshd u BbicTaBaseT startup Automatic.

310 system-change onepauus. VIcnonb3yin TONbKO eCam 0CO3HaHHO nepeHocullb SSH server identity.

ae Jlexxat laHHble

output\ssh_keykit BbIrpyska skcnopTa
input OTKyAa uYuTaeT UMMNOpT
tools\ssh_keykit CKpPUNTbl U 0GEPTKMU Maka

Bbirpy3ka MoxeT cogep>kathb private keys. OTHOCKCb K Hel Tak >e cTporo, kak kK PFX 1 password vault

export.

Smoke

MuHnManbHas nposepka:
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NpoBepuTb CBA3HOCTb ->
Status ->
Export client ->
nevyartawtca B log

Export client+server -—>
Import client ->
Import client+server —>

OTKprTb nankKy cKpuntoB —>

nevyataet [ OK ]/[MISS] no kawpmomy nyTW, HUYEro He MeHSeT
nokasbieaeT client/server paths

co3paéT snapshot B output\ssh_keykit, private keys He

server keys skcnopTupywTca Tonbko elevated
6epéTt snapshot u3 input, oTknagbBaeT Tekyuwyw .ssh
4nHUT ACL #n restart sshd

oTKpbiBaeT tools\ssh_keykit
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